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Department of the Treasury 

Jon Fishman 

Assistant Director 

Office of Strategic Policy, Terrorist Financing and Financial Crimes 

1500 Pennsylvania Ave., NW 

Washington, DC 20220 

 

Re: Request for Comment on Ensuring Responsible Development of Digital Assets [Docket 

No. 2022-20279] 

 

Dear Assistant Director Fishman, 

 

On behalf of America’s credit unions, I am writing to the Department of Treasury’s Office of 

Strategic Policy, Terrorist Financing and Financial Crimes, in response to the Request for 

Comment on Ensuring Responsible Development of Digital Assets (RFC).1 The Credit Union 

National Association (CUNA) represents America’s credit unions and their more than 130 million 

members. 

 

Credit unions support the “whole-of-government” approach outlined in President Biden’s 

Executive Order to ensure appropriate oversight and regulation of the marketplace, and to prevent 

regulatory arbitrage by financial technology companies (fintechs) and other unregulated entities 

providing financial services to consumers. The development of a comprehensive national standard 

will level the playing field, protect consumers and the financial system, and promote the policy 

objectives contained in the Executive Order: 

 

(a) Protection of consumers, investors, and businesses in the United States;  

(b) Protection of United States and global financial stability and the mitigation of systemic 

risk; 

(c) Mitigation of illicit finance and national security risks posed by misuse of digital assets; 

(d) Reinforcement of U.S. leadership in the global financial system and in technological 

and economic competitiveness, including through the responsible development of 

payment innovations and digital assets; 

(e) Promotion of access to safe and affordable financial services; and 

(f) Support of technological advances that promote responsible development and use of 

digital assets. 

 

The rapid developments of the digital assets system have far exceeded the pace of regulation. As 

a result, regulated financial institutions, like credit unions, have been held back from fully 

 
1 Department of Treasury on Ensuring Responsible Development of Digital Assets, 87 Fed. Reg. 57557 (Sept. 20, 

2022), available at https://www.govinfo.gov/content/pkg/FR-2022-09-20/pdf/2022-20279.pdf. 
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engaging in the digital asset marketplace due to a lack of clear authorization and guidance from 

their prudential regulators. Companies that lack strict oversight and supervision, on the other hand, 

have been able to fill the void and establish themselves with consumers. Their overwhelming 

market share and lack of sufficient regulation have allowed illicit activities involving virtual assets 

to run rampant, as identified in Treasury’s “Action Plan to Address Illicit Financing Risks of 

Digital Assets” (Action plan).2 

 

Section B. AML/CFT Regulation and Supervision 

 

The Digital Assets Marketplace Demands a Comprehensive Regulatory Framework that Provides 

Consistent Oversight for Similar Products and Services 

 

CUNA strongly supports the Administration’s efforts to address digital asset related illicit finance 

and national security risks and agrees that changes to the Anti Money Laundering/Countering the 

Financing of Terrorism (AML/CFT) regime are necessary to account for the evolving threat 

environment and for structural and technological changes in financial services and markets. 

Ransomware attacks are increasingly utilizing cryptocurrencies for payment. The National Cyber 

Investigative Joint Task Force estimated that at least $144.35 million in Bitcoin was paid out 

through ransomware attacks between 2013 and 2019. Individual consumers are also regularly 

targeted by Bitcoin scammers and hackers. A public database publishing addresses used by 

scammers, hackers, and criminals, shows that about 1,000 fraudulent messages are sent to 

individuals per week.3 Nevertheless, it is critically important to recognize the effectiveness of the 

current framework for regulated and supervised depository financial institutions who operate under 

strict Bank Secrecy Act guidelines to assist law enforcement in the investigation and thwarting of 

money laundering, terrorist financing, tax evasion, and other criminal activities. The Treasury 

Department’s focus should be on groups like the aforementioned companies that disintermediate 

financial institutions in digital asset transactions and break the chain of AML/CFT controls as well 

as those that utilize regulatory arbitrage and non-compliance to avoid appropriate regulatory 

obligations. 

 

Creating and implementing a comprehensive regulatory framework for digital assets is the most 

effective way to ensure the effective deterrence, detection, and disruption of the misuse of digital 

assets and digital asset service providers by criminals. This framework should guarantee that all 

market participants providing similar products and services are regulated consistently, and it 

should be developed in coordination with the prudential regulators to provide clarity and a level 

playing field that encourages competition, provides appropriate protection for consumers, and 

promotes responsible innovation. A comprehensive regulatory framework for digital assets should 

provide parity among all depository institutions and should not disadvantage them to less regulated 

fintechs and other new market entrants. Not only will this framework enhance the ability of the 

U.S. government to combat illegal activities involving digital assets, but regulatory guiderails will 

allow credit unions, and other financial institutions, to confidently engage with digital assets and 

provide a trusted entry point for a novel product to their members. 

 

 
2 U.S. Department of Treasury: Action Plan to Address Illicit Financing Risks of Digital Assets (2022). 
3 See http://www.bitcoinabuse.com. 
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The comprehensive regulatory framework must include strict oversight and regular examinations 

of digital asset companies for compliance with applicable laws and regulations, akin to those credit 

unions and banks are subject to and which have a proven track record of protecting consumers and 

ensuring safe and sound operations. This framework will also ensure that innovations in the 

industry are given thoughtful consideration and measured implementation to protect consumers 

and the financial system from unidentified risks. 

 

The digital assets framework must bring nonbank fintechs engaging in equivalent activities under 

the purview of the Financial Crimes Enforcement Network (FinCEN) to ensure they are actively 

working to combat financial crime, like credit unions and banks. The Currency and Foreign 

Transactions Reporting Act of 1970, as amended, in relevant part, by the Annunzio-Wylie Anti-

Money Laundering Act of 1992 and the USA PATRIOT Act of 2001 (hereinafter the “Bank 

Secrecy Act” or “BSA”), requires financial institutions to, inter alia, collect and retain information 

on certain funds transfers and transmittals.4 The BSA also requires the provision of certain reports 

or records that are deemed to have a high degree of usefulness in criminal, tax, or regulatory 

investigations or proceedings, or in the conduct of intelligence or counterintelligence activities, 

including analysis, to protect against international terrorism. These BSA provisions are enforced 

by the Federal Reserve Board and the Department of Treasury,5 and the Director of FinCEN has 

been delegated the authority to adopt and enforce certain regulations related to the BSA.6 

 

Financial institutions also currently adopt and operate under a strict cybersecurity regime imposed 

by the Gramm-Leach Bliley Act (GLBA), and consumers trust their data is secure at their credit 

union or bank due to these stringent standards. Additionally, the blockchain is built on tenants of 

privacy in transactions. Conversely, the retail sector has no such requirements, and the financial 

institution bears the financial burden and associated reputational risks related to breaches that 

occur. Integrating the digital assets marketplace into traditional financial services requires that the 

same privacy and security obligations are extended to nonbank fintechs and new market entrants.  

 

Credit unions, like the Administration, are similarly concerned that digital assets expand some 

providers’ ability to offer products and services outside the scope of regulations, and the ease at 

which they can be used to facilitate criminal activity. Whether from a fintech engaging in 

“regulatory arbitrage” or the avoidance of regulation through disintermediation of financial 

institutions enabled by cryptocurrencies and other digital assets, consumers receive less protection 

when bank-like services such as deposit taking, lending, and payments are obtained outside of the 

regulated banking system. We are less concerned with the novel technology used to offer these 

services than we are with the culture created by fintechs and users of digital currency to avoid 

regulation of products and services that evolve to look like traditional banking services with none 

of the protection associated with regulated banks and credit unions. 

 

The business model of “regulatory arbitrage” generally leverages technology and sometimes the 

misuse of banking charters to skirt laws and regulations designed to protect consumers. Tasked 

with safeguarding consumers’ money, credit unions and banks are generally regarded to be the 

 
4 See 31 U.S.C. § 5311. 
5 See Thresholds for the Requirement to Collect, Retain, and Transmit Information on Funds Transfers and 

Transmittals of Funds that Begin or End Outside the United States, 85 Fed. Reg. 68005, 68006. 
6 See Treasury Order 180-01 (re-affirmed Jan. 14, 2020). 
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most regulated part of the financial system. Because this regulation comes with a cost, entities 

looking to provide bank like services without regulation can leverage technology to drive down 

cost and speed up innovation without considering risk or the negative impact of their actions. 

 

Regulatory Changes to the AML/CFT Framework that would Better Mitigate Illicit Financing 

Risks Associated with Digital Assets 

 

Credit unions believe that more transparency and information sharing would be helpful for both 

credit unions and law enforcement in mitigating illicit financing risks. Currently, credit unions file 

reports that disappear into a black hole. Receiving detailed information about relevant law 

enforcement cases and prosecutions related to reporting would encourage credit unions to more 

effectively implement AML/CFT compliance programs. Additionally, having information 

indicating what reporting is helpful would create a better understanding of how BSA reports may 

have aided in preventing certain criminal activity, establishing a feedback loop that would improve 

the quality of reporting. Further, greater transparency and communication between the regulatory 

agencies, law enforcement, and the industry will ensure all stakeholders have consistent goals and 

improve the value of information collected and reported. Broader access to information about the 

flow of transactions across multiple financial institutions would help machine learning software 

determine whether the movement of money is more suspicious than not. Moreover, FinCEN should 

update their guidance to clearly and concisely state that registered 314(b) communication between 

financial institutions, and between financial institutions and law enforcement, can be shared in 

good faith for all suspected financial crimes and BSA violations to help protect their fellow 

institutions and communities. 

 

The Federal Reserve Board and FinCEN Should Not Reduce the Threshold of the Recordkeeping 

Rule in an Effort to Combat Illicit Activities with Digital Assets 

 

In October 2020, the Federal Reserve Board and FinCEN (regulating agencies) issued a joint notice 

of proposed rulemaking (JNPRM)7 proposing modifications to BSA regulations that would reduce 

the reporting threshold from $3,000 to $250 for funds transfers and transmittals of funds that begin 

or end outside the United States.8 Treasury repeats this suggestion as a supporting action for 

updating BSA regulations in their action plan. This threshold reduction would not accomplish the 

regulating agencies’ aims related to illicit activities and would instead substantially burden credit 

unions. The JNPRM utilizes low-value transactional data contained in suspicious activity reports 

(SARs) as evidence of the need for this change when, in reality, its existence contradicts the 

regulating agencies’ premise. In fact, the low-value transaction data contained in SARs is arguably 

more helpful to law enforcement since it arose in the context of suspicious activity as opposed to 

the routine collection of almost every cross-border transfer/transmittal. 

 

Section E: Central Bank Digital Currencies 

 

Current Design Proposals for a CBDC Present Acute Risks that Outweigh the Purported Benefits 

 

 
7 Threshold for the Requirement to Collect, Retain, and Transmit Information on Funds Transfers and Transmittals 

of Funds that Begin or End Outside the United States, 85 Fed. Reg. 68005 (Oct. 27, 2020). 
8 Id. at 68008-68011. 
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Credit unions welcome developments that allow them to better serve their communities and to 

execute their mission: to promote thrift and provide access to credit for provident purposes.9 There 

are currently many open questions surrounding central bank digital currencies (CBDCs), and we 

have concerns under several proposed scenarios, that the creation of a CBDC could significantly 

worsen the provision of financial services. Firstly, implementation of a CBDC should not proceed 

without congressional authorization and a clear structure and novel purpose. Secondly, any CBDC 

must utilize an intermediated model that preserves the direct relationship between consumers and 

financial institutions. This intermediation is necessary to ensure effective implementation of 

AML/CFT standards. Thirdly, deposit substitution and its cascading effects must be sufficiently 

mitigated as to prevent reduction of the credit supply, to maintain affordable credit, and to ensure 

the safety and soundness of the financial system and overall economy. The Federal Reserve 

Board’s consultation paper, “Money and Payments: The U.S. Dollar in the Age of Digital 

Transformation,” presents a variety of design choices for consideration and comment, yet the 

overarching discussion centers on a retail CBDC10 which would be a direct liability of the Federal 

Reserve and would transform the role of financial institution to one of custodian or wallet holder, 

rather than trusted financial partner. In a retail CBDC model, the ability of consumers to transfer 

balances from commercial bank deposits to central bank currency could have a catastrophic impact 

on the ability of financial institutions to continue their operations. This would be even more 

pronounced during times of economic uncertainty when depositors would “run on the bank” and 

transfer all their funds into CBDC which has no credit or liquidity risk. As with bank runs 

previously, this could send financial markets and the overall economy into a tailspin and lead to 

significant institution failures.11 

 

The creation of a CBDC would introduce significant privacy and cybersecurity risks into the 

system. The cybersecurity risks for a system of this magnitude would be substantial because the 

risk would be concentrated in a digital environment rather than diluted with paper money or 

distributed with commercial bank money. While some risk could be mitigated with a distributed 

ledger, Project Hamilton has shied away from its use due to concerns about its payments 

throughput.12 

 

Proponents of the creation of a CBDC cite goals such as encouraging financial inclusion, 

streamlining cross-border payments, and preserving the dominant international role of the U.S. 

dollar. These are important aims that credit unions support, but it must be clear that a CBDC will 

accomplish the objective and that it is the most effective solution. At this point, it does not appear 

that a CBDC is the most effective solution for these goals due to the many risks outlined above 

and the design trade-offs that must occur to reach various aims. There are solutions in the 

marketplace and in development through private enterprise and collaboration with public entities 

 
9 12 U.S.C. § 1752. 
10 Board of Governors of the Federal Reserve System, “Money and Payments: The U.S. Dollar in the Age of Digital 

Transformation” (Jan. 14, 2022), available at https://www.federalreserve.gov/publications/files/money-and-

payments-20220120.pdf. 
11 See Office of Financial Research, Keister and Monnet, Central Bank Digital Currency: Stability and Information 

(July 2022). 
12 See Federal Reserve Bank of Boston and Massachusetts Institute of Technology Digital Currency Initiative, 

“Project Hamilton Phase 1[,] A High Performance Payment Processing System Designed for Central Bank Digital 

Currencies,” pp. 3-5 (Feb. 3, 2022, available at https://www.bostonfed.org/publications/one-time-pubs/project-

hamilton-phase-1-executive-summary.aspx. 
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that address many of these goals. Credit unions’ dedication to financial inclusion and how digital 

assets could aid those efforts is detailed above. The effects of CBDC implementation on financial 

inclusion efforts seem to be muted due to the outsized threats CBDCs could have on the financial 

services industry and the economy as a whole. The prospect for a CBDC to enhance cross border 

payment capabilities is among the most appealing and relatively tangible use cases. The 

longstanding pain points impacting cross-border money movements are well documented and 

include challenges such as aligning regulatory, supervisory, and oversight frameworks; AML/CFT 

consistency; and payment system access.13 It is important to recognize the diverse array of US 

payments improvement initiatives that are already in the works, spearheaded by both private sector 

consortia (The Clearing House’s Real Time Payments, Nacha’s Same Day ACH) and quasi-

governmental entities (FedNow). It remains unclear how a CBDC model would deliver a faster, 

more efficient, more inclusive, and/or less expensive settlement solution than the innovations 

currently in the market or in development. 

 

At this time, the potential risks of a CBDC are not sufficiently mitigated to be outweighed by the 

potential benefits a CBDC could provide to consumers and the economy. It is imperative that the 

discussion and research continue, and that new proposals are considered and evaluated on their 

merits. 

 

Conclusion 

 

We thank you for your consideration of CUNA’s comments and look forward to working with the 

Office of Strategic Policy, Terrorist Financing and Financial Crimes to mitigate the illicit finance 

risks associated with digital assets. If you have questions about our comments, please do not 

hesitate to contact me at (202) 577-3463 or mrose@cuna.coop. 

 

Sincerely, 

 

 

 

Madison Rose 

Director of Advocacy & Counsel for Payments and Technology 

 

 

 
13 See Central bank digital currencies for cross-border payments, Report to the G20. BIS, CPMI, Innovation Hub 

(July 2021). 




